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Oo4YHas
(O]0)
Kypc 2
Cemectp 2.1
Jlekiuu (4ac) 28
[IpakTuueckue (ceM., 1a6.) 3aHsTHA (Yac) 28
CamocTtosTenpHas paboTa, BKIItoUasi MOATOTOBKY K 9K3aMEHaM M 3aueTam (Jac) 88
Kypcosas pabora (uac) -
Bcero uacos 144
3aueT (cemecTp) -
DK3aMmeH (cemecTp) 2.1

Pabouas mporpamMma o6Cy>keHa U YTBEpXKIeHA Ha 3acedaHuu Kadeapsl HHPOPMAIMOHHBIX
TEXHOJIOTHl U BBICILIEH MAaTEMaTUKHU
24 ¢espaina 2025 r. nporokos Ne 6

3aB. kadenpoii Zg; y

JILU. Tpyxuna
24 ghespans 2025 2. (moamuce)

Pabouas mporpamma coryracoBaHa:
3aB. kadempolt WHGOPMAIIMOHHBIX TEXHOJIOTUNA U BBICIICH Gt
MaTeMaTHKU
JLU. Tpyxuna
26 gespans 2025 e. (monmuck)
Yura, 2025




IIporpamma cocraBiena B coorBerctsuu ¢ @I'OC BO no Hampasnenuto 38.03.05 busnec-
uHgopmamuxa

ABTOp (BI) K.T.H., ICKaH E.A. Muxaiinosa



1. Hean u3yyeHMs TUCHMILIHHBI

Ienpio Kypca sBiseTcss M3y4yeHHE NpoOIeMaTHKH HH(OpMAIMOHHON Oe30macHOCTH,
o01Iel CTpyKTypbl Mep 3aKOHOAATEIBHOTO, aIMUHICTPATUBHOTO, TIPOIIEAYPHOTO U IIPOTPAMMHO-
TEXHHYECKOTO XapakTepa Mo o0ecrneueHu0 WHPOPMAIMOHHONW O€30MacHOCTH, CTaHAApTOB U
cenudukanuii B o61acTH HMHPOPMAIMOHHON OE30IacHOCTH, a Takxke (QopMUpoBaHUE Y
CTYACHTOB TEOPETUYECKMX 3HAHUW M MPAKTUYECKUX HABBIKOB BbIOOpAa M HCIIOJIb30BAHUS
TEXHUYECKHUX W IPOTPAMMHBIX CPEJICTB 3aIIUTHI HHPOPMALIUH.

2. IlepeyeHb IUIAHHMPYEMbBIX Pe3yJbTATOB OOy4YeHHS 10 JAUCUMILUIMHE (MOIYJIIO),
COOTHECEHHBIX C IVIAHUPYEMbIMH Pe3yJIbTATAMHU 0CBOEHHS 00Pa30BaTEIbHONH IPOrpaMMBbI

KoMmnerennun oﬁyqamluerocﬂ, (])opMupyeMLIe B pe3yJjibTaTe OCBOCHHUA TUCHUITJIMHbI

Koo Komnemenuusn
KoMnemeHyuu
no ®1rocC BO
IK-2 Crioco0eH BBISIBJISTH TMOTPEOHOCTH, OIICHUBATh, KOHTPOJIHPOBATH,
ONTHUMHU3HPOBATH MPOIIECC YIIpaBiICHUS HH(DOPMAITMOHHOM 0€301TaCHOCTHIO

CTpyKTypa KOMIIETEeHIHHU

Komnemenuus Dopmupyemoie 3YHut
I1K-2 Crioco6eH BBISBIATH 3. CYILLIHOCTb u aKTyaJbHOCTb poOIeMbI
noTpeOHOCTH, OIICHUBATD, MH(}OpMaLIOHHON 0e301acHOCTH; KOHIIENTyalbHbIE
KOHTPOJIUPOBATh, HOJX0/1bI K 0OecneueHno MH(QOPMAIIMOHHOM 0€30IacHOCTH;
ONTUMU3UPOBATH MPOIIECC yrpo3bl MHPOpPMALUHU, CPEACTBA M METOIBI O0ECTIeYEeHUs
ynpasiieHus] THQOpPMaMOHHON | HH(POPMALIMOHHOM 6€3011acCHOCTH
0€30MMacCHOCTHIO VY. opuentupoBatrbcsi B mpobnemax Wb, meromax u
CpeCTBax 3alUThl HHPOPMaLUU
H. rteopermueckumu 3HaHMSIMM O  IPUHLIMIAX
noctpoenus 6e3onacubix NC

3. MecTo AucuMIUINHBI (MOAYJIs1) B CTPYKTYpe 00pa3oBaTe/IbHOM NPOrpaMmMbl

Huctunmmaa  b1.Y.10 «udopmarnmonnas 6e3onacHoCTh» BXoauT B  biok  «bl
JUCUHUIIIIMHBI (MOYJIN )»

Becw Teopetnueckuil Marepural, EpeYrCICHHBIN B IPOrpaMMe, U3J1araeTcs Ha JICKIUX.
['maBHOM 3ajjaueil MpaKTUYECKUX 3aHATUN sBIseTcs (OpPMUpOBAHME M pa3BUTHE YMEHHH WU
HABBIKOB, HEOOXOIUMBIX JJI TPAKTUYECKOT'O TPUMEHEHUS AUCIUILIINHBI.

IIpu mocTpoeHHMH Kypca peanu3yercs MNPUHLUI I[PEeMCTBEHHOCTH OOYYeHUs - OH
OMMpAETCs Ha 3HAHMSI, yMEHUS U HaBBIKU CTYJIEHTOB, IPHOOPETEHHbIE MU Ha IIEPBOM, BTOPOM U
TPETbEM Kypcax B paMKaX M3y4Y€HHUs BBICIIEH MaTEMaTHKH, JUCKPETHOM MaTeMaTHKU, TEOPUU
BEPOATHOCTEH, MAaTeMaTU4YEeCKOW  CTaTUCTHUKU, OCHOB  alNTOPUTMH3AIMM U SI3BIKOB
pOTrpaMMHUPOBaHUs, 0a3 TaHHBIX, BEIYUCIUTEIbHBIX MAIIUH, CUCTEM U CETEH.

4. O0beM IMCHUIUVIMHBI (MOXYJisl) B 3a4YeTHBIX €JIMHULAX C YKa3aHMeM KOJIM4YecTBa
aKaJeMH4YeCKMX YacOB, BbIJeJeHHbBIX Ha KOHTAKTHYI padory oO0ydamoummuxcs ¢
npenogasarejieM (Mo BUAAM Y4YeOHBbIX 3aHATHH) M Ha CaMOCTOATEJbHYI padory
00yYarIMXCs

OO6m1ast TpyA0€MKOCTh TUCIMIUIMHBI COCTABIISIET 4 3a4. ei., 144 qacoB.

\ \ KommuecTtBo




Bun yueGHOM paboThI 4acoB
(ounas ®O)

KoHnrtakTHas (ayauTopHasi) paboTta

Jlexkun 28
[TpakTuueckue (ceM., j1ab.) 3aHATHS 28
CamocrosTenpHass paboTa, BKIIOYas IMOJATOTOBKY K 9JK3aMECHaM | 88

3ayeTam
Bcero yacos 144

5. Coaep:xxaHnue TMCHUILIHHBI (MOAYJisl), CTPYKTYPUPOBAaHHOE MO TeMaM (pa3jejiam) ¢
YKa3aHHeM OTBEJEeHHOI0 HAa HHUX KOJHYeCTBA aAKaJeMHYEeCKMX 4YacOB U BHMIOB Y4YeOHBIX
3aHATHH

5.1. Conep:xanue pa3ie10B IMCUUILIUHBI

Ne Pa3pnen u rema « B DopMbI
n/n AUCHHUILIHHBI é‘ ;’ HHTEPAKTH TEKYIIEero
& | = & E ° BHO#1 KOHTPOJIsSA
2 | B 2 3 dopme ycneBaemMocT
5 | £ |38EF 3¢ u
O = |o=sEgO&
1 OcHOBHBIE 4 8 22 Yo, K
COCTaBJIAIOIIINE
UHGpOpPMaLHOHHOM
0€30MaCHOCTH
1.1 OcuHoBHple moHsTHs | 2.1 | 4 8 22 Yo, K
nH(pOpMaITMOHHOM
0€30MacCHOCTH
2 Kpunrorpadpuuecku 6 12 22 Yo, K
€ CIoco0bl 3alHUThI
uHopManuu
2.1 | Kpunrorpapuueckue | 2.1 |6 12 22 Yo, JI
CHOCO0bI 3aIUTHI
uHpOopMaLUu
3 AHTHBHPYCHas 6 4 22 Yo, K
3alUTa
3.1 | AHTUBUpYCHAA 21 |6 4 22 VYo, K
3alITa
4 CeTteBas 12 4 22 Yo, K
0e30macHoOCTh
4.1 CereBas 21 |12 4 22 VYo, K
0€30I1aCHOCTb
UTOro 28 28 88

*@MopMBbI TEKYIIEr0 KOHTPOJISI YCIIeBAeMOCTH (OLlEHOYHbIE CPeACTBA):
Yo -ycTHBIH ompoc, codece1oBaHue

KO -komnokBuyM, KoHpepeHIus

JI -naboparopHas pabota
AW -nenosas urpa

C3 -cutyauroHHbIE 3a/JaHU

K -xoHTpONBHBIE PabOTHI
T -rectupoBanue




P3 -pemienue 3agau

PI" -pacyerHo-rpaduueckas padora
IC -3cce

P -pedepar

YU -yuebHOE HcclieJoBaHNe

II -npoune

J -’K3aMeH

3 -3auer

KP -xypcoBas pabota

O -oruer

I' -rocynapcTBeHHbBIN UTOTOBBIN HK3aMEH
BKP -BrinyckHas kBanu(pukanuoHHas paboTa
ITo -mucbMeHHbIN OnpocC

5.2. JlekunoHHbIE 3aHATHSA, UX COIEPKAHUE

Ne | HammeHoBaHHMe pa3jienoB u Coaepxanue
n/m | TeM
1. OcHOBHBIE MTOHATHS OcHOBHbIE MTOHATHS nH(pOpMaAITMOHHOM
UH(POPMALIMOHHOM 0€30I1aCHOCTH. Knaccudukanus yrpos.
0€e30MacHOCTH Knaccudpukanusa cpencts  3amiuThl  MHQOpPMALMH.
Metoapl M CcpeAcTBa  OpPraHU3alMOHHO-IIPABOBOM
3alUThl HH(GOpMAIHN
2. | OcHoBHBIE HOHATHUS Metonbl © cpeAcTBa HMHKEHEPHO-TEXHUUYECKOU
UH(POPMALIMOHHOM 3amuThl. IIporpamMmmHbBle M NIpoOrpamMMHO-anapaTHbIe
6e3011acHOCTH METOABl M CpelcTBa obecrieueHust WH(OPMAIIMOHHON
0€30MacCHOCTH
3. | Kpunrorpaduyeckue crnocoObl ITpocteie kpunrocuctemsl. [lIndpoBanue Mmetogom
3aImuThl HHOOPMATHN 3aMEHBbI (TOJICTAaHOBKM). OnnoandaBuTHas
I10JICTAHOBKA. MHoroandaButHas OJHOKOHTYpHas
OOBIKHOBEHHasl MojcTaHOBKa. Tabmuubl Bruokuuepa.
MHoroandaButHasi 0JHOKOHTYpHas MOHO(OHHUECKas
nojacTtaHoBka. MHoroandaBuTHass MHOTOKOHTYpPHast
nojictaHoBka. lllngpoBanne METoaOM MEPECTaHOBKH.
IIpocras nepecranoBka. IlepecraHoBKa, yCnoKHEHHAs
no Tabmuue. IlepectaHoBka, yCIOXXHEHHas 110
MapuipyraMm. [ludpoBanne MeronoM raMMHUPOBAHMSL.
HIudposanue C HOMOILBIO aHAJTUTUYECKUX
npeoOpa3oBaHMit
4. | Kpunrorpaduueckue crnocoObl BBenenne B OCHOBBI COBpPEMEHHBIX MIU(POB C
3anIUThl HHQOpMAIHH CUMMETPUYHBIM KJIIOYOM. MojyibpHas apudMeTuka.
CpaBHeHuss W MaTpulbl. TpaauLMOHHBIE MMHUPHI C
CUMMETPUYHBIM KIJIFOUOM. AJIreOpandecKkue CTpyKTYypHI.
Ions. YcoBepieHCTBOBaHHbIN CTaHIapT MIM(pOBaHUs
(AES — Advanced Encryption Standard). ITpocteie
yrcna. KBangparnunoe cpaBuenue. Kpunrorpaguueckas
cucrema RSA. KpunrocucreMmsl
5. | Kpunrorpadudeckue crnocoOsl KomOunupoBaHHbIe METOAbl  MH(POBAHUS.
3alUThl HH(OpMaLUn Crangaptel mudppoBanud. CrangapT mHUppoBaHUs

nanHbix Data Encryption Standard. Pexxumbl pa®oTbl
anroputmMa DES. AnroputMm mmumdpoBaHHs JaHHBIX
IDEA. O6mas cxema anroputma IDEA




6. | AHTHBHpYCHas 3alIUTa

OOmme  TOHATUS ~ aHTHUBHPYCHOM  3aIlIUTHI
VY S3BUMOCTH. Knaccudukanmst BPEIOHOCHBIX
nporpamMm. [Ipu3Haku IPUCYTCTBUS Ha KOMIIBIOTEpE
BPEJIOHOCHBIX MTPOrpPaMM

7. | AHTUBHpYCHas 3alUTa

Meroasl 3alUTBl OT BPEIOHOCHBIX IIPOrPAMM.
OcHOBBl ~ PabOTHI AHTUBUPYCHBIX  IIPOIpaMM:
CurnatypHblit u 3BPUCTUYECKUN aHanus.
TectupoBanue paboThl aHTHBHpYCA

8. | AHTHUBHpYCHas 3amuTa

Knaccugukanuss antuBupycoB. Pexxumbl paGoThI
AHTUBUPYCOB. AHTUBHPYCHBIE KOMIIJICKCHI

9. CereBas 0€30I1aCHOCTD

3amuTa nHGOPMAIIUH B IOKATBHBIX CeTsIX. OCHOBBI
MIOCTPOCHHSI JIOKAIbHON KOMIIbIOTEPHOI ceTH

10. | CereBas 0e3011aCHOCTD

YpOBHM aHTUBHUPYCHOM 3aILUTHI. Y POBEHB 3AILUTHI
pabounx CcTaHUMA M CETEBBIX CEPBEPOB. YPOBEHHb
3alIUThI IOYTHl. Y POBEHb 3aLIUTHI IIUIFO30B

11. | CereBas 0e30I1aCHOCTH

IlenTpanu3oBaHHOE YIPaBICHUE aAHTUBUPYCHOU
3amuToi. Jlornyeckas cetb. Cxema cOopa CTaTUCTHKU B
CUCTEME  AaHTUBMPYCHOM  3allUThl.  YIIpaBJICHHE
KJIFO4aMH mu@poBanus 1 0€30MaCHOCTh CETU

12. | CereBas 0e30I1aCHOCTH

[lenocTHOCT,  COOOIIEHHUS U yCTAaHOBJICHUE
MOTMHHOCTH coobmeHus. Kpunrorpadgudeckune xami-
¢bynkiuu.  LudpoBas  moamuck.  YcTaHOBICHUE
MOJUIMHHOCTH ~ O0BEKTa.  YTpaBlIEeHHE  KIIOYaMHU.
be3zonacHocts Ha mpukinagHoMm ypoBHe: PGP wu
S/MIME. be3omacHOCTh Ha TPAHCIIOPTHOM YypPOBHE:
SSL u TLS.

13. | CereBas 0e30I1aCHOCTH

besonacHocts Ha cereBoMm yposHe: [P SEC.
bpannmayspel. OmnpeneneHue TUIIOB OpaHAMaydpoB.
PazpaboTka KOHGUIypalli MEXCETEeBOro HKpaHa.
[TocTpoenne Habopa MpaBUII MEKCETEBOTI0 KpaHa

14. | CereBas 0e30I1aCHOCTH

Cucrema oOHapyxxeHust BropxkeHuir  (IDS).
V3nosele IDS. Ananuszatopsl kKypHanoB. JlaTumku
NIPU3HAKOB. AHaJIM3aTOpPbl CHCTEMHBIX  BBI30OBOB.
AHanmu3aTopsl TOBEAEHUS NpUIIoKeHU. KoHTposeps!
uenoctHoctu (Qaitnos. CereBbie IDS. Ycranoska IDS.

Omnpenenenue uenerr npumenenus: IDS. Ympasienue
IDS

5.3. Cemunapckue, NpaKTHYeCKHE, JIA00PATOPHBIE 3AHATHS, X COACPKaHUE

Ne paznena Conep:xanue u popmMbI NPOBeICHUA
H TeMBI
Pazmen 1. bazoBble moHATHS Teopur HHPOPMAITHH
Tema 1.
Pazgen 1. OcHoBHble TOHATUS WHPOPMAIMOHHON Oe3omacHocTu. Kiaccudukanus
Tema 1. yIrpo3
Pazgen 1. enoctHOCTh M KOHUACHIMATBLHOCTh. Knaccudukaius CpeacTB 3allUThI
Tewma 1. uH(bopMaluu
Pa3nen 1. MeTo/ibl M CpeACTBAa HHKEHEPHO-TEXHUYECKOM 3aIUThI
Tema 1.
Pazpnen 2. [Ipocteie kpuntocucreMsl. llndppoBanue MeToaoM 3aMeHbl (ITOJICTAHOBKHU):
Tema 1. OpnoandaBuTHas MOJCTAHOBKA




Paznen [Tpocteie kpuntocuctemsl. luppoBanre MeTo0M 3aMeHbI (ITOJICTAHOBKH):
Tema 1. MHuoroandaBuTHas MHOTOKOHTYPHAsI IOJICTAHOBKA

Paznen [TepectanoBka, ycinoxHeHnHas o tabnuile. [lepectanoBka, yciioxKHEHHas O
Tema 1. MapupyTam

Paznen Crannapt mmdpoBanus naHabeix RSA

Tewma 1.

Paznen OcHOBHBIE IPUEMBI KPUTITOAHATN3A IIPU CUMMETPUYHBIX KITFOUaX

Tewma 1.

Paznen 3amuTa nHGOpPMAIMH B JIOKATHHBIX ceTsAX. OCHOBBI OCTPOCHUS JIOKATHHON
Tema 1. KOMIBIOTEPHOU CETU. YPOBHU AHTUBUPYCHOM 3aIIIUTHI CETH

Paznen Kondurypamust wmexcereBoro skpana. Iloctpoenne Habopa mpaBui
Tewma 1. MEXCETEBOI0 IKpaHa JUIsl pa3JIMYHbIX TUIIOB aPXUTEKTYPhI

6. @OHI OLEHOYHBIX CPEACTB JJIf NMPOBeAeHHs] NMPOMEKYTOYHON ATTeCTAUUM IO
AUCHHUILIMHE (MOJHBIH TEKCT NPUBEAEH B IPUJI0KEHUH K padoueil mporpamMmme)

6.1. Tekymuii KOHTPOJIb

Ne Orarbl [Iepeuenn 3YHmI KoHntposnbnbie Onucanue
i/ (hopMUpOBaHHS dbopmupyemsr | (3.1...3.n, 3aIaHusT WIIH MoKa3zaTesien u
| KOMITETEHIIHHA X VY.1...Y.n | uHble MaTepUabl, KpUTEPUEB
(Tema u3 paboueli | KOMITETEHIHI , HEOOXOAMMBIC JIJIsl | OLICHUBAHUSA
MPOrpaMMbl mo ®I'OC BO | H.1...H.n | oueHku 3HaHHUM, KOMIIETEHIINHI
JUCITUTUTAHBI ) ) YMEHH, HABBIKOB | Ha Pa3JIMYHBIX
U (WIK) OTIbITA JTamnax ux
JESITeTbHOCTH, | (POPMUPOBAHUS
XapaKTepU3yIOIIH , OTIFICAaHHE
X JTaIbl TITKaT
dbopMupoBaHus OLICHUBAHUS
KOMIIETCHIINI B (o 100-
npoiiecce OarmbHOU
OCBOCHHUS TIKaJe)
o0pa3oBaTenbHOI
MIPOTPaMMBI
(HanmeHnoBanue
OIICHOYHOT'O
CpeICTBA)
1 | OcHOBHBIE TIOHATHUSA
UH(POPMALIMOHHOM Yo, K 25
0€30MacHOCTH
2 | Kpunrorpaguuecku
€ CIT0COOBI 3al[UTHI Vo, J1 25
uHpOpMaLuu
3 | AHTUBUpYCHAS Vo, K o5
3amuTa
4 | CereBas Vo, K o5
0€30MacHOCTb
5 | Utoro mo Tekymiei T1K-2 100
aTTeCcTaluu
6 | IIpomexyTouHas [1K-2 100
aTTecTanus

6.2. IIpomesKyTOYHBIH

KOHTPOJIb (3a4eT, IK3aMeH)




[IpoMexkyTOYHBII KOHTPOJIbL TPOBOAMUTCS B BUAE DK3aMEHA.

BOITPOCHI JJ15 ITIPOBEPKU 3HAHUI:

Komnerenmus: [1K-2 CnocoOeH BBISBIATH MOTPEOHOCTH, OICHUBATH, KOHTPOIUPOBAT,
ONTUMHU3UPOBATh MIPOLECC YIIpaBIeHHs HH(HOPMAILIMOHHON 0€30IaCHOCThIO

3HanHwue: 3HATh CIIOCOOBI M METOIbI BBISIBIICHUS TOTPEOHOCTH, OIICHKH, KOHTPOJIS MpoIiecca
ynpaBieHus: HTHPOPMAIMOHHONW 6€3011aCHOCTBIO

1. TIlonmstue  wuHpOpManUOHHON  Oe3omacHOCTH. OCHOBHBIE  COCTABIISIOIINE
UH(POPMALIMOHHOHN 0€30MaCHOCTH.

2. BaxHOCTb U CII0)KHOCTB MP00s1eMbl HH(OPMALIMOHHON 0€30MaCHOCTH.

3. 3akoHOHIaTeNbHBIA ypOBEeHb HMH(POPMAIMOHHOW Oe3omacHOCTH. Poccuiickoe
3aKOHOJATEIbCTBO B 00JaCTH MHPOPMALMOHHON 6€3011aCHOCTH

4. OOBEKTHO-OPHUEHTUPOBAHHBIN MOIX0A K MHPOPMALMOHHON OE€30MaCHOCTH: OCHOBHBIE
HOHATUS, JOCTOUHCTBA IPUMEHEHHUSL.

5. OCHOBHBIE OIIPEICTCHUS 1 KPUTEPHUH KIIACCU(PUKALIUN YTPO3.

6.  VYrpo3sl  goctynHOCTH.  OCHOBHBIE  yrpo3bl  LEJIOCTHOCTH.  YTPO3bI
KOH(HICHIINATHHOCTH.

7. AIMUHHCTpaTUBHBIH ypoBeHb HH(popManuoHHONH Oe3zomacHoctu. [lomuTHka
0e301acHOCTH HH(OPMAIIMOHHBIX CHCTEM.

8. IIponetypHblil ypoBeHb HHPOPMALIMOHHON 0€30MaCHOCTH: KJIACCHI MEP M IPUHIIHUIIBI UX
peanu3aruu.

9. IIporpamMHO-TeXHHUYECKHE Mepbl Oe3onacHoCcTU. [loHsATHE cepBUca HH(OPMAIIMOHHON
0e30MacHOCTH. ApXUTEKTypHast O€30MacCHOCTb.

10. TIlonsartue cepBuca uH(pOpMAMOHHON Oe3zomacHocTu. MneHtudukauus u
ayTeHTU(UKALIUSL.

11. Ilonarue cepBrca HHPOPMALMOHHOMN 6€30MMaCHOCTH. YTIPaBJIEHUE JOCTYIIOM.

12. [onsitue cepBuca HHGOPMAIIMOHHOH 0€301MaCHOCTH. MPOTOKOJIMPOBAHUE U Ay TUT.

13. Ilonstne cepBuca HHGOPMAIMOHHONW O€30MACHOCTU. YIPABICHUE U AHAIU3
3alUIIEHHOCTH.

14. Tlonsatue cepBuca HMH(POPMALMOHHOW O€30MaCHOCTH. oOOecreueHnue BBICOKOM
JIOCTYITHOCTH M OTKa30yCTONYHBOCTH.

15. Tlonartue cepBuca UHPOPMALMOHHOM  OE30MACHOCTH. HKPAHUPOBAHHE U
TYHHEJIMPOBaHUE.

16. TlonsTue cepBuca nHpOpMaIMOHHON 0€30MacCHOCTH. KpunTorpadus: mudppoBaHue.

17. Tlonsatue cepBuca HMHPOPMAMOHHON OE30MACHOCTH. KpHUOTOrpadus: KOHTPOJb
LIEJIOCTHOCTH.

18. Kpunronorus: 0a30Bble MOHATUS U TEPMUHOJIOTHSI.

19. Kpunrorpaduueckue NpuMUTUBBI U UX CBOMCTBA.

20. Moaenu OCHOBHBIX KpUIITOAHAIUTUYECKUX aTakK.

21. AnTuBHpycHas 3aunmrTa. McTopus pa3BUTHS BUPYCOB U MX Kiaccudukanus. MeTtoabt
3alllUThl OT BPEJOHOCHBIX MPOTPaMM.

TUITOBBIE 3AJIAHHWS J1J151 IPOBEPKY YMEHUI:

Komnerennus: I1K-2 CnocoOeH BBIABIATH MOTPEOHOCTH, OLEHUBATH, KOHTPOJIUPOBATb,
ONTUMU3UPOBATH MPOIIECC YIPaBICHUS HHPOPMAIIMOHHON 0€301aCHOCTHIO

YMmeHue: YMeThb BbISBIATH NOTPEOHOCTH, OLIEHUBATh, KOHTPOJIUPOBATh, ONTUMU3UPOBAThH
mpoIiecc yrpasiaeHus: HHHOPMAITMOHHONW 0€301TaCHOCTHIO

3amaua Ne 1. Ompezpenute K KakoMy THIy MO OTPaHUYEHHIO JIOCTYNa OTHOCHTCS
I/IH(l)OpMaHI/ISI, OpeaACTaBJICHHAA B BAall€EM BApHWAHTC 3aJlaHUA U 00BICHUTE KaKue HOPMAaTUBHO-
IPaBOBBIE JIOKYMEHTHI YCTAHABIMBAIOT 3TOT CTATYC.



TUIIOBBIE 3AJJAHUA 1A ITPOBEPKI HABBIKOB:

Komnerenmus: I1K-2 CnocoOeH BBIABIATH MOTPEOHOCTH, OICHUBATH, KOHTPOJIUPOBATb,
ONTUMHU3UPOBATh MIPOLECC YIIpaBIeHHs HHHOPMAILIMOHHON 0€30IaCHOCThIO

HaBpik: BrnaneTp HaBbIKaMU BBISBICHUS MOTPEOHOCTH, OLIEHKH, KOHTPOJS Mpoliecca
nH(pOpMaIMOHHOM 0€30MMacHOCTH

3amanue Ne 1. IIpoanann3upoBaTh OOBEKT 3aIMTHI COTJIACHO BalleMy BapHaHTy U
KJaccu(uIUpoBaTh BO3MOXKHBIE YIpO3bl II0 HCTOYHHMKY M IPEUIOKHUTh MEpbl M CpEeACTBa
HeHTpanu3anuy Hauboee aKTyalbHBIX.

OBPA3EL] BUJIETA
MUHHCTEPCTBO HAYKH U BBICIIETO 00pa30BaHMUS Hanpasnenue - 38.03.05 busnec-
Poccuiickoit ®eneparuu nHpopmaTrka
UUTHHCKUI UHCTHUTYT (ruan) [Tpoduis - Hudposas s3xoHOMHKA
®denepalibHOTO TOCYJAPCTBEHHOTO OI0IKETHOTO Kadenpa nundopmanronHsix
00pa3oBaTebHOTO YUPEKICHUS TEXHOJIOTUM U BBICIIEN MaTeMaTUKHU
BhICIIIEr0 00pa3oBaHus Juctunnuna - Uadopmannonnas
«BAVMIKAJIBCKHM I'OCYJAPCTBEHHBIIM 6e30MacHOCTh
YHUBEPCUTET»
(UA ®T'BOY BO «bI'Y»)
BUJIET Ne 1

1. Tect (30 GamnoB).

2. Omnpexpenute K KakOMy THITy [0 OTPaHWYEHHUIO JIOCTYNAa OTHOCHTCS HWH(OpMAIus,
NpEJCTaBJICHHAs B BallleM BapHaHTE 33JaHUs U OOBSICHUTE KaKWe HOPMAaTHUBHO-TIPABOBBIC
JIOKYMEHTBI YCTaHABIIMBAIOT 3TOT cTaTyc. (35 OanoB).

3. [Ipoananu3upoBaTh OOBEKT 3aIIMTHI COTJIACHO BalleMy BapHaHTY M KJIACCH(HIMPOBATH
BO3MOJKHBIE YTPO3BI 110 UCTOYHUKY M HPEATI0KUTH MEPBI U CPEIICTBA HEHTpaIM3aluyi Hauboee
aKTyaJbHbIX. (35 OamoB).

CocraBurenb E.A. Muxaitnosa
3aBenyrouuii kadeapoit JLU. Tpyxuna

7. IlepevyeHb OCHOBHOM M [IONOJHHUTEJIbHOH Y4eOHOH JHMTEPATypPbl, HCOOXOAUMON 1JIs1
OCBOCHUS AMCHUIIMHBI (MOXYJIs1)
a) OCHOBHAasi JIMNTEpaTypa:

1. 3arunainos, F0.H. Teopus nnHdopmannoHHONW O0€30MacHOCTH M METOJI0JIOTHS
3aumTel uHGopMmarmu / FO.H. 3arunaiinos. - M. ; bepnmun : [upexr-Menua, 2015.
http://biblioclub.ru/index.php?page=book&id=276557 (10.01.2017)

2. Aptemos, A.B. adopmarmonnas 6e30nacHOCTb : Kype Jekiuii / A.B. Apremos ;
MexpervuonanbpHas akaaemus Oe3zomacHOCTM M BbDKMBaHMs. - Open : MABUB, 2014.
http://biblioclub.ru/index.php?page=book&id=428605 (10.01.2017).

3. [Ipoxoposa, O.B. NudopmarmonHas 6e30MacHOCTh W 3ammTa HHPOPMAIUH. -
Camapa : Camapckuil ToCyJapCTBEHHBIM apXHUTEKTYpPHO-CTPOMTENbHBIM yHHBepcuteT, 2014.
[Onextponnsiii pecypc]. - URL: //biblioclub.ru/index.php?page=book&id=438331 (11.01.2017).

4. HNudopmannonHas 6€30MacHOCTb U 3alUTa HHPOPMALIUH : COOPHUK CTYAEHYECKUX
pador / orB. pea. A.JO. Komibun. - M. : Crynenueckas Hayka, 2012.
http://biblioclub.ru/index.php?page=book&id=227774 (10.01.2017).

5. 3anka, A. KommbrorepHas 6e3onacHocTh / A. 3auka. - M. : Punon Knaccuk, 2013.

http://biblioclub.ru/index.php?page=book&id=227317 (10.01.2017).



0) 10MOJTHUTEJIbHAS JIUTEpaTypa:
1. @®aponoB, A.E. OcHOBbl HHPOPMALMOHHOM Oe30macHOCTH MpH paboTe Ha

koMmmbtoTepe / A.E. ®aponos. - M. : UnTeprer-YHuBepcuter MHPOpMaMOHHBIX TeXHOJIOTHIA,
2011. http://biblioclub.ru/index.php?page=book&id=227317 (10.01.2017).

2. bamuer, I1.H. MadopmarnmonHas 6€30MacHOCTD : Y4eOHO-TIPAKTHYECKOE MOCOOHE.
- M. : Espasuiickuii OTKpbITBIH uHCTUTYT, 2011. [Onexkrtponnsii pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=90539 (11.01.2017).

3. Crmunbia, B.I'. UndopmanmonHass 6€30MacHOCTh BBIYUCIUTEIBHON TEXHHUKH. -
Tomck : 1611 Konrenr, 2011. [DnexTpoHHBIT pecypc]. - URL.:
//biblioclub.ru/index.php?page=book&id=208694 (11.01.2017).

4, Corues, FO.H. OcHoBbI nHpOpMaIIMOHHON 0€30MMaCHOCTH : YU4EOHO-TPAKTHIECKOE

noco6ue / KO.H. Cerues. - M. : EBpazuiickuii oTKpbIThId HHCTUTYT, 2010. [DnekTponHbIH pecypc].
- URL.: //biblioclub.ru/index.php?page=book&id=90790 (11.01.2017).

B) HHTEPHET-PeCcypChl:
1. Jlaboparopus Kacmepckoro [3nekTpoHHbIi pecypc]: http://www.kaspersky.ru
2. WudopmanmonHas 6€30MacHOCTb. 3amuTa HHPOPMALIUU [3JICKTPOHHBIA pecypc]:
http://all-ib.ru
3. Information ~ Security /  Uudopmanuonnas  Oe3omacHocTh.  JKypHai
[amekTponHBIA pecypc]: http://www.itsec.ru/main.php
4, KoncynpTaHT mitoc [31neKkTpoHHbIH pecypc]: http://www.consultant.ru/online/

8. Ilepevyennb pecypcoB MHGOPMAIHOHHO-TEJIEKOMMYHMKAMOHHOH ceTn "WHTepHeT",
HeOOXO0AUMBIX /IJI1 OCBOEHMS TUCHUILIHHBI (MOYJIs1), BKJIYas nmpodeccuoHalbHble 0a3bl
JAHHBIX U MH(OPMAIIMOHHO-CIIPABOYHbIE CHCTEMBI

Jlis  ocBOeHUs AMCHUIUIMHBI OO0ydaromiemMycs HEOOXOIAUMBI CIEAYIOIIUE PecypChl
MH(}OPMaLMOHHO-TEIEKOMMYHHUKAIIMOHHOM cetn «IHTepHEeT»:!

Caiit U1 OI'BOY BO «bI'Y», anpec nocryna: http://bgu-chita.ru/, noctyn KpyriocyTouHbIN
HEOTPaHWYEHHBI;

[Mudposoii oOpa3oBaTeNbHBIH  pecypc IPR SMART - oObenuHsier HoBeilmue
MH(OpPMaLIMOHHBIE TEXHOJIOTUU U YU€OHYIO JINLEH3UOHHYIO JINTEPATypy, NpeAHa3HAYEHHBIHN 1715
pasHbIX HalpaBlIeHWH TMOATOTOBKM WU cHenuaibHocTe. KOHTeHT oTBeuaer TpeOGOBaHUIM
CTaH/JapTOB BBICILIErO, CPEAHEr0 MNPO(ECCHOHATBHOTO U JIONOJHUTEIBHOTO 00pa30BaHUS.
Pecypcom obecrieunBaeTcst KpyriloCyTOYHbIH MOTHOTEKCTOBBIM JOCTYH K yueOHUKaAM, KypHaIaMm,
CTaThsIM U JIPYroi JTUTepaType AJis BCEX 3apEeTUCTPUPOBAHHBIX MOJIb30BaTeNlel. Aspec nocTyma:
http://www.iprbookshop.ru;

eLIBRARY.RU — kpynneiimas B Poccun snexkTpoHHas OnOinoTeKa HaydHbIX MyOJIMKalui,
oOmajaromass OOraTbIMH BO3MOXKHOCTSAMHM TIOMCKa U aHalM3a Hay4dHOH HH(pOpMaIMH.
eLIBRARY.RU sBasercst pa3paOOTUMKOM POCCHMCKOr0 HMHJEKCAa HAYYHOIO LUTHUPOBAHUS
(PMHLI). ITons3zoBanue HOb eLibrary obmenoctynHo u OecriaTHO A7 BCEX IMOJb30BaTeNeil.
Anpec noctyna: https://www.elibrary.ru;

DJNEeKTPOHHBINA KaTanor OMOIMOTEKH AaeT BO3MOXKHOCTh MOMCKA JINTEPATyphbl, UMEIOLIEHcs B
donne OubGIMOTEKH, oOOECHEeYUBAET IMOJHOTEKCTOBBIM JOCTYNl K Y4eOHBIM IOCOOUSIM,
MOHOTpadusaM, CTaThIM IpernoaBaTeseil 1 00yJarouxcs, y4eOHO-METOAMYECKIM KOMILIEKCaM
U BBIITYCKHBIM KBaJTM(UKAIIMOHHBIM padboTaM. Anpec goctyma: http://lib.bgu-chita.ru;

DnekTpoHHBI pecypc uppoBoit obpazoBarensHO cpeasl CIIO «PROFob6pazoBanuey.
Anpec nocrymna: https://profspo.ru;

@enepanbHas  ciayx0a rocymapctBeHHoi crartuctuku (Poccrar). Axapec jmoctyna:
https://rosstat.gov.ru/;

9. MeToan4yeckue yKazaHus il 00y4aOUIUXCsl 10 OCBOCHUIO TUCHUIIIMHBI (MOIYJIS)



W3ydaTh OUCHUIUIMHY PEKOMEHJIYETCS B COOTBETCTBUHU C TOM IOCIENOBATEIBHOCTBIO,
KOTOpasi 0003HAaYeHA B €€ COo/IepKaHuH. J{JIs yCTIEITHOTO OCBOEHUS Kypca 00yJaronuecs JOIKHBI
UMETh IIepBOHAYaNIbHbIE 3HaHUs B 001actu MaTtemaruku u MHpopmaTuku 1 nporpaMMupoBaHHUsL.

Ha nexkumsix npernopaBarenb 03BYyYMBAET TEMY, 3HAKOMHUT C IEPEYHEM JIMTEPATYphl IO
TeMe, OOOCHOBBIBAET MECTO M DPOJIb 3TOW TeMbl B JAHHOM IMCLUIUIMHE, PAcKpbIBaeT ee
INpakTUYecKoe 3HaueHue. B Xoje JeKuuid CTyAeHTY HE0OXOAWMO BECTH KOHCHEKT, (hUKCUpys
OCHOBHBIE ITOHATHS U POOJIEMHBIE BOIIPOCHI.

JIaGopaTopHble 3aHATHS MO CBOEMY COJEPIKAHUIO CBSA3aHBI C TEMATHKON JIEKIIMOHHBIX
3aHATHI. HaunHaTh MOATOTOBKY K 3aHATHIO 1€J1€COO0Pa3HO ¢ KOHCIIEKTA JIEKUMHA. 3ajaHue Ha
nabopaTopHOe 3aHATHE cooOmiaercss oOydarommmcs A0 ero mnposeneHus. Ha cemuHape
IpEenoJiaBaTesb OPraHu3yeT OOCYKIEHHE 3TOH TeMbl, BBICTyHas B KaueCTBE OpraHU3aTopa,
KOHCYJIbTAHTA U 3KCIIepTa yueOHO-T03HABATEIBHOM AESATEILHOCTH 00yUaromerocs.

W3ydenune qUCUMIUIMHBI (MOYJIsI) BKIKOYAET CAaMOCTOSTEIbHYIO pPaboTy 00ydaromerocs.

OCHOBHBIMHU BHUJJAMH CAMOCTOSITEIILHON PabOThI CTYAGHTOB C Y4acTHEM IpPEIo1aBaTeieit
SABIISTFOTCSL:

- TEKyLI1€ KOHCYJIbTAllUN;

- KOJUIOKBUYM Kak (hopMa KOHTPOJIS OCBOCHHSI TEOPETUYECKOTO COACP KaHUs AUCHUILIUH:
(B yachl KOHCYJIbTALUH, IPEAYCMOTPEHHBIEC YUYEOHBIM IIAHOM);

- IPUEM U 3aluTa J1a00paToOpHbIX paboT (BO BpeMsl IPOBEJCHUS 3aHATHH).

OCHOBHBIMU BUJAMH CAMOCTOSATEIHLHONU PabOTHI CTYJICHTOB 0€3 yJacTus mperoaaBaresneit
SBIISTFOTCSL:

- (hopMupoBaHKE U YCBOCHUE COACPIKaHUS KOHCIIEKTA JICKIMI Ha 06a3e peKOMEHIOBaHHOM
JEKTOpOM Y4eOHOW JMTepaTypsl, BKJIOYas HH(POPMALMOHHBIE O0pa30BaTelIbHBIE PECYPCHI
(9MeKTpOHHBIE YUYeOHUKH, STIEKTPOHHBIE OMOIMOTEKH U JIp.);

- CAMOCTOSITENIbHOE U3YUYE€HHUE OTJCNIbHBIX TEM HJIU BOIIPOCOB M0 Y4eOHUKAM HIIH Y4€OHBIM
IMOCOOHIM;

- HanMcaHue pedepaTos, J0KIAJI0B;

- IOATOTOBKA K JIaOopaTOpHBIM padoTam;

- BBINOJIHEHUE JOMAIHUX 33JaHUN B BUJE DPELICHUS OTAEIbHBIX 33/a4, IPOBEAEHUS
TUIIOBBIX PAacYeTOB, PAaCUYETHO-KOMIBIOTEPHBIX W WHIAMBHIYaJIbHBIX pPAa0OT IO OTAEIBbHBIM
paszenaM coJepKaHus AUCUUILUINH U Jp.

10. Ilepeyenb MHGOPMALMOHHBIX TEXHOJOTMi, MCNOJb3yeMbIX NPH OCYLIECTBJIECHUH
o0pa3oBaTeIbHOTO0 TMpoLecca MO JUCHUIUIMHE (MOAYJIIO), BKJIOYasi IepedYeHb
NPOrpaMMHOro odecrev4eHust

B nmnponecce wu3yueHMs AMCLMIIIMHBI HCIOJB3YIOTCS Kak TpaJAULAOHHBIE, TaK U
MHHOBAIIMOHHBIE TEXHOJIOTUH, aKTUBHbIE U UHTEPAKTUBHBIE METO/IbI U POPMBI O0YUECHHUS: JTEKIHS,
JEeKIMs-TIpe3eHTalusl, Ja0opaToOpHOE 3aHATHE, CaMOCTOsTeNIbHas paboTa, KOHCYJbTaLHs,
AKTHUBHbBIE U MHTEPAKTUBHBIE METObI: pa300p KOHKPETHBIX CUTYallUH, PEIlIEHUE CUTYallMOHHBIX
3aja4, pedepaTuBHas padoTa.

[Tonxon pa30opa KOHKPETHBIX CHUTyalMd MHCIIOJIb3YETCS BO BpeMs JIEKIMI U aHanu3a
pe3yJbTaTOB BBINOJHEHHU JabopaTopHbIX paboT. Kaxmas KOHKpeTHas 3ajaya NIpU CBOEM
MOJIETTMPOBAaHUH (MCCIIEI0BAaHIH ) UMEET MHOKECTBO MOJXOI0B, a 3TO TpedyeT pazdopa 1 OLEHKU
1EJIOM COBOKYITHOCTH KOHKPETHBIX CUTYaIUH.

11. Onncanue MaTepHaJbHO-TEXHHMYECKOH 0a3bl, HEOOXOAUMON A/l OCYLIECTBJICHHUS
00pa30BaTeJILHOIO NMPoLEcca Mo AMCHUILINHE (MOYJII0):

B ydeOHOM mporiecce MCMONB3YIOTCS ayIUTOPHH JUIsl TIPOBEACHUS YUEOHBIX 3aHITHH,
MPeyCMOTPEHHBIX MPOorpaMMoi OakanaBpuara, OCHAIIEHHBIE 000PY/I0BAaHUEM U TEXHUUYECKUMHU
cpencTBamMu OOydeHHUS:

ydeOHbIe ayAWTOPHH, OCHAIICHHbIE CHEIHATU3UPOBAHHOW MeOeNnbl0, MarHUTHO-
MapKepHOH TOCKOU, TPHOYHO /I BRICTYTUICHHM, TEXHUIECKUMHU CPEACTBAMU OOYUICHUS;



y4eOHbIE ayAUTOPUH JJIsl TPYNIOBBIX U UHIUBUAYAIbHBIX KOHCYJIbTALMM, OCHAILIEHHBIE
CHELMATU3UPOBAHHON MeOeNbl0, MarHUTHO-MAapKEPHOW JOCKOM, TEXHHMYECKHMMH CpPEACTBAMHU
00y4eHUs1 — HOYTOYK, IIPOCKTOD;

MOMEUICHUSI U CaMOCTOSITENIbHOM paboThl, OCHAIICHHOE CIEeHUAIN3UPOBAHHON
MeOenbio, JOCKOM, TEXHUYECKHMMH CpelICTBaMU OOyuYeHUsl — MYJIbTUMEIUitHOe 000pya0BaHuE:
IIPOEKTOpP, KOMIIBIOTEpHAsi TEXHHMKA C BO3MOXKHOCTBIO MOJAKIIOUEHUS K ceTh MHTepHeT u
obecnieuenuem noctymna B JUOC.

2025 rox nadopa



